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All Candidates' performance across questions

Question Title N Mean S D Max Mark F F Attempt %
1 2183 3.7 1.9 6 62.3 99.2
2 2193 1.1 1.3 4 28 99.7
3 2183 3.7 1.7 6 62.3 99.2
4 2192 2.3 1.3 4 57.4 99.6
5 2172 2.3 1.6 5 47 98.7
6 2196 4.9 1.7 8 61.5 99.8
7 2070 2 2.1 8 24.4 94.1
8 2103 0.8 0.9 6 13.6 95.6
9 2116 3.1 2.5 8 38.6 96.2

10 2130 1.8 1.4 6 29.8 96.8
11 2079 2.2 2 8 27.3 94.5
12 2036 1 1.1 4 24.4 92.5
13 1002 0.7 0.8 2 33.8 45.5
14 955 0.9 1 6 14.9 43.4
15 1002 0.4 0.5 2 19.6 45.5
16 1044 5.9 1.6 7 84.6 47.5
17 1159 2.4 1.5 6 39.3 52.7
18 1144 2.8 2.1 6 46 52
19 1136 2.4 1.7 5 48.7 51.6
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Sticky Note
Usually the question number

Sticky Note
The number of candidates attempting that question


Sticky Note
The mean score is calculated by adding up the individual candidate scores and dividing by the total number of candidates. If all candidates perform well on a particular item, the mean score will be close to the maximum mark. Conversely, if candidates as a whole perform poorly on the item there will be a large difference between the mean score and the maximum mark. A simple comparison of the mean marks will identify those items that contribute significantly to the overall performance of the candidates.
However, because the maximum mark may not be the same for each item, a comparison of the means provides only a partial indication of candidate performance. Equal means does not necessarily imply equal performance. For questions with different maximum marks, the facility factor should be used to compare performance.


Sticky Note
The standard deviation measures the spread of the data about the mean score. The larger the standard deviation is, the more dispersed (or less consistent) the candidate performances are for that item. An increase in the standard deviation points to increased diversity amongst candidates, or to a more discriminating paper, as the marks are more dispersed about the centre. By contrast a decrease in the standard deviation would suggest more homogeneity amongst the candidates, or a less discriminating paper, as candidate marks are more clustered about the centre.


Sticky Note
This is the maximum mark for a particular question


Sticky Note
The facility factor for an item expresses the mean mark as a percentage of the maximum mark (Max. Mark) and is a measure of the accessibility of the item. If the mean mark obtained by candidates is close to the maximum mark, the facility factor will be close to 100 per cent and the item would be considered to be very accessible. If on the other hand the mean mark is low when compared with the maximum score, the facility factor will be small and the item considered less accessible to candidates.


Sticky Note
For each item the table shows the number (N) and percentage of candidates who attempted the question. When comparing items on this measure it is important to consider the order in which the items appear on the paper. If the total time available for a paper is limited, there is the possibility of some candidates running out of time. This may result in those items towards the end of the paper having a deflated figure on this measure. If the time allocated to the paper is not considered to be a significant factor, a low percentage may indicate issues of accessibility. Where candidates have a choice of question the statistics evidence candidate preferences, but will also be influenced by the teaching policy within centres.
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Q8 


The three other areas are security, which is not looked at here.  Identifying errors or problems with 
hardware and one of these could be caused by lack of training which is mentioned for their first 
mark.  The second mark comes from considering changes, such s expansion.  They have mentioned 
two separate extensions but not the issue areas.












The candidate is too general and really making points about updating the system but does mention 
changes such as VAT, which is an example for change in the business environment, which gains them 
a mark.












The candidate has answered quite well when discussing two of the issues.  The first issue being 
security and they did then expand on the problem of a new virus, which gained them both marks.  
They then went on about changes in the business environment and changes in the workload and 
about changes in the tax rates.  These are not separate issues but just different extensions to the 
same issue, so only another two marks.
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Q. Section A Mark Scheme Mark 
8. 1 mark for issue and 1 mark for extension x3 


A number of points could be awarded in more than one category BUT only 
award each extension once 
 
Security issues  
A piece of software has bugs in it which allows outside agencies (hackers) access to 
the system (1) 
A new virus threat/hacker threat means that the software will need to be adapted to 
protect against this (1) 
 
Changes in the business environment Software may need altering so that it is 
more flexible in supplying the managers with information which was not envisaged at 
the time of development (1). Changes to values such as the percentage rate of VAT 
or changes to income tax rates will result in changes to the software (1). The 
organisation expands so the software needs to be altered so it is able to cope with an 
increased number of users (1). 
 
Dissatisfaction with hardware and software/ identifying errors in the system 
Staff are not happy with the speed of the system (1) A new operating system has 
become available (outdated software) (1) Staff feel that the hardware is very dated (1) 
Programs crash when used with certain other programs (1) Configuring the network 
management software to improve performance such as improving access times to 
data, speed at which reports are produced, etc. (1). Software may need to be 
modified to improve the user interface upon feedback from users who are finding it 
more difficult to use than it needs to be (1). Developing on-line tutorials and more 
help screens to help new staff learn the software (1). Lack of staff training to learn 
how to use the software (1) The software provider provides upgrades which will 
improve the performance of the software (1). 
 
NOT updating the system 


3x2 












OER IT3 2018


Q8 2 marks


The three other areas are security, which is not looked at here.  Identifying errors or problems with 
hardware and one of these could be caused by lack of training which is mentioned for their first 
mark.  The second mark comes from considering changes, such s expansion.  They have mentioned 
two separate extensions but not the issue areas.












1 mark


The candidate is too general and really making points about updating the system but does mention 
changes such as VAT, which is an example for change in the business environment, which gains them 
a mark.












4 marks


The candidate has answered quite well when discussing two of the issues.  The first issue being 
security and they did then expand on the problem of a new virus, which gained them both marks.  
They then went on about changes in the business environment and changes in the workload and 
about changes in the tax rates.  These are not separate issues but just different extensions to the 
same issue, so only another two marks.
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SECTION A


Answer all questions.


Human Computer Interfaces are developed to make using a computer as easy 
as possible. Other than layout appropriate to task, clear navigation structure and 
differentiation between user expertise, describe three factors that should be taken 
into account when designing a good user interface.	 [6]


There are several factors which influence the choice of a network. For each of the 
following factors give two reasons why they should be considered.	 [2 × 2]


	 •	 existing systems to integrate


	 •	 performance required.	


Client server and peer to peer are two of the commonest types of networks. Discuss 
the benefits and drawbacks of these two types of networks.	 [6]


Wireless networks are installed in many schools. Other than cost and health concerns 
describe two advantages and two disadvantages to a school of installing a wireless 
network.	 [4]


One of the tools which a network manager uses to administer a network is remote 
management. Other than logging off users who have forgotten to do so and clearing 
printer queues remotely at stations, describe five tasks a network manager could use 
to administer a network using remote management.	 [5]


Many companies now allow employees to telework from home. Give four advantages 
that teleworking gives to a company and four advantages it gives to an employee.
	 [2 × 4]


Management Information Systems (MIS) have become vital to organisations in 
supporting the decisions of managers. Other than being able to present data in the 
most appropriate format, describe in detail four features of an effective MIS.	 [4 × 2]


After an IT system has been created and installed, the system has to be continuously 
maintained and managed. Other than updating the system, describe in detail three 
problems or issues that should be looked at.	 [6]


All employees who use a company’s ICT equipment have to abide by a code of 
conduct.  Other than responsibilities and respecting the rights of others, discuss in 
detail four items that should be contained in the code of conduct and explain why 
they are important.	 [8]


SECTION A


Answer all questions.
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Q10


This candidate has mixed up the points.  They have the correct point about the example of the moral 
issue of disinformation, the legal issue is too vague.  They mention breaking the Properties Act but 
selling it at a higher price is not a crime.  Breaking the DPA is about Privacy not Misuse and the 
Privacy points are too vague.












The candidate made reasonable points on the Privacy of Information about breaking the DPA and 
monitoring employees as a moral issue.  Again for disinformation, they get the legal issue about 
giving false information on housing but they did not complete the example for the moral issue 
because they could genuinely have a holiday.  The misuse example does not mention breaking any 
acts and the moral issue is not about misuse.












The only point they make that is worth a mark is about the legal misuse of data from breaking the 
computer misuse act.  The other points are far too general and a little mixed up.
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Q. Section A Mark Scheme Mark 
10. 3 out of the following (Legal (1) Moral (1))x3 Need to distinguish between them 


 
Factor Legal Moral 
Misuse Copyright Act  


 
 
Do not copy software for use 
at home 
 
 
 
 
Computer Misuse Act 
 
 
Do not copy programs/files 
 
 
Do not steal / damage 
hardware 
 
Identity theft 


Bringing in discs from outside 
 
Virus scan all discs /Don’t 
spreading a virus 
 
Do not misuse email /send 
abusive email 
 
Do not visit pornographic site 
on the Internet 
 
Do not use the printer for 
personal work 
 
Do not tell anyone else you 
password 
 
Change your password 
regularly 


3x2 
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Disinformation Legal – Estate Agent putting 
false information in adverts. 
 
 
 
Estate Agent 
 
Legal requirements = 
Properties Act 
 
 
 
Hardware & software sales 
Legal requirements = Trade 
Descriptions Act  
Writing false information on a 
web site 


a property developer not telling 
his client the property has 
subsidence  problems or a 
violent history 
 
Moral – not fully informing 
potential customers or clients of 
all available facts concerning 
products or services e.g. 
imminent introduction of new 
models  
 
salespersons selling hardware 
and software soon to become 
obsolete 
 
ensure salesmen do not 
pressurise unwilling customers 
to accept e.g. loyalty cards , 
instore credit accounts or 
particular brands 
 
Employees shall not 
misinterpret or selectively 
withhold information on 
capabilities of products, 
systems or services  
 
Employees must not persuade 
or give opinions on other 
products or services they have 
an interest in 
 
Employees shall complete work 
on time and to budget and shall 
advise their client as soon as 
practical if they cannot do so 


Privacy Legal requirements = Data 
Protection Act / GDPR 
 
Informing data subjects of 
their legal rights and 
processes for complying with 
those rights. 
 
Selling on private information  
Don’t access other people’s 
files/No Hacking 


Monitoring company emails. 
Electronic monitoring systems 
can be used to track emails. A 
systems technician might open 
other people’s emails to detect 
misuse or simply to be nosey. 
 
an employee using company 
data to create mailing lists for 
his own private home business 


 


  












Q10


1 mark


This candidate has mixed up the points.  They have the correct point about the example of the moral 
issue of disinformation, the legal issue is too vague.  They mention breaking the Properties Act but 
selling it at a higher price is not a crime.  Breaking the DPA is about Privacy not Misuse and the 
Privacy points are too vague.












3 marks


The candidate made reasonable points on the Privacy of Information about breaking the DPA and 
monitoring employees as a moral issue.  Again for disinformation, they get the legal issue about 
giving false information on housing but they did not complete the example for the moral issue 
because they could genuinely have a holiday.  The misuse example does not mention breaking any 
acts and the moral issue is not about misuse.












1 marks


The only point they make that is worth a mark is about the legal misuse of data from breaking the 
computer misuse act.  The other points are far too general and a little mixed up.
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Discuss, using examples, both the legal and moral issues involved with:	 [3×2]


	 •	 Privacy of information


	 •	 Disinformation


	 •	 Misuse of information


Other than screening potential employees and establishing a code of conduct, describe 
in detail four operational procedures for preventing misuse of ICT systems.	 [8]


Organisations have designed security policies to protect their ICT systems. Other 
than physical security, code of conduct and operational procedures describe in detail 
two factors that should be taken into account when designing security policies.	 [4]


1 0


1 1


1 2


Turn over.












Q14


The point on database management systems is almost there but doesn’t mention structure.  A basic 
point is there on query languages.  The data dictionary doesn’t mention the properties.












An excellent example which covers more than 2 items on the first 2 points and two on the final one.












The candidate has produced a good answer with a general answer on the purpose of a DBMS, 
explained what a query language does and then gives a detailed description worth two marks on the 
purpose of a data dictionary.  A little more detail into the first two points would have resulted in full 
marks.
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13. 1 mark for each explanation 
 
Attribute -- a single item of data which represents a fact about an entity  
 
Entity – an object of the real world that is relevant to an ICT system e.g. a place, 
object, person, customer, product, etc 


 
 
1 
 
1 


14. Any 2 points for each term 
 
Database management systems 


• Allows the database to be defined 
• Allows the user to query the database 
• Allows data to be appended, deleted and edited/ Data storage retrieval and 


update (create ,edit and search) 
• Allows the user to modify the structure of the database 
• Provides security for the data held /Security - check passwords and access 


rights. 
• Allows the user to import and export data 
• Controls access to the data 
• Creation and maintenance of data dictionary 
• Managing facilities for sharing data e.g. when two people both simultaneously 


try to update the data (Locking out other users) 
• Backup and recovery of data 
• Allow applications to access the data and allow new applications 


 
 
2 


 Query language 
Allows the user to extract specific information from the database (1) by permitting 
users to design their own queries (1) 


• a data manipulation language used to perform searches sorts etc. / allows 
users to design their own searches / sorts 


• Queries combines into 1 table the data from several others 
• Selects fields which are to be shown in answer 
• Specifies criteria for searching or sorting 
• Save query so can be re-run 
• Saves answer table so it can be re-used in future reports 


2 


 Data dictionary 
A central store of information about the data (properties) (1) such as tables, field 
names, field types, field length, validation used on the field, keys, relationships etc. 
(needs 3 of these for the second mark) (1) 


2 


15. Any 2 of the following 
• It allows greater security as not everyone has to see all the data (1) 
• It allows the designer of the database to plan changes without confusing the 


user (1) 
• It could stop the database from being corrupted if too many people could edit 


it.  (1) 


2 












Q14


1 mark


The point on database management systems is almost there but doesn’t mention structure.  A basic 
point is there on query languages.  The data dictionary doesn’t mention the properties.












6 marks


An excellent example which covers more than 2 items on the first 2 points and two on the final one.












4 marks


The candidate has produced a good answer with a general answer on the purpose of a DBMS, 
explained what a query language does and then gives a detailed description worth two marks on the 
purpose of a data dictionary.  A little more detail into the first two points would have resulted in full 
marks.
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Attributes and entities are essential components of a relational database. Explain 
what is meant by an attribute and an entity.	 [2]


Explain in detail the purpose of a database management system (DBMS), query 
languages and data dictionaries.	 [6]


Describe two advantages of different users having different views of data and having 
different access rights to data.	 [2]


A large dental surgery stores information on their patients’ next appointment and 
expected treatment, using a relational database. One table in this database could be:


	 DENTIST [DentistId, Firstname, Surname, Qualifications, MobileNumber ……]


	 With DentistId being the primary key.
Give two other suitable tables you would expect to see in this database, identifying 
any primary or foreign keys.	 [7]


1 3


1 4


1 5


1 6


1 7


1 8


1 9


SECTION B


Answer either questions 13-16 or 17-19.


END OF PAPER


The management of change and the corresponding changes are important concepts 
in ICT. Discuss in detail the effects of change upon:	 [6]


	 •	 organisational structure


	 •	 work patterns


	 •	 internal procedures.


Another important concept in ICT is that of a distributed database. Define what is 
meant by a distributed database and give two advantages and two disadvantages to 
an organisation of using a distributed database.	 [6]


Describe what is meant by data warehousing and then describe in detail two distinct 
advantages that data warehousing gives an organisation.	 [5]











